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Migration from “On-Prem” to Cloud
2006-2026

• 2003-2008: MIT Athena, MIT LCS and later MIT CSAIL had dedicated “server 
rooms”


• Today: Mostly Cloud-based (AWS, GCP, Azure, etc)


• Applications: have stayed largely the same


• {IRC,Zephyr} vs {Slack,Signal}, Email vs Gmail, AFS vs Dropbox, RCS vs Git


• Scale has ~1000x’ed
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Consequences of Cloud Migration

• Simplified management for all but the 
professionals


• Changed the cost-structure (own vs rent)


• Concurrent with proliferation of WiFi+NATs, 
better access to shared resources


• Totally upended the security picture
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The Cloud: A Data Privacy “Challenge” 

• Most cloud services store data in plaintext or encrypted with the key 
essentially sitting next to the data


• Susceptible to attacks at all layers of the stack


• Compelled to comply with lawful discovery


• All data is essentially undeletable
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Quick Sidebar: The 3rd Party Doctrine

• The 4th Amendment says probable cause and warrants required for search and 
seizure of homes and property


• Founding fathers did not anticipate cloud computing


• Until 2018, users of cloud had “no reasonable expectation of privacy”


• Recent challenges and court cases this year; state-level legislation, etc.


• My uninformed view: this stuff is by no means settled


• But, “the cloud is forever”


• ∴ even deleted cloud data is at risk with further legal and political volatility 
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How To Safely Use the Cloud?
The challenge

• Clearly the cloud has some advantages


• Can we engineer a system to give us the best of both worlds:


• Cloud-style convenience, pricing, uptime, reliability


• Homelab-style data privacy
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Secure Cloud Systems
A brief history (Research + Commercial)

• Messaging and Email:


• PGP - Pretty Good Privacy - E2E-Encrypted Email (1990s)


• “Off The Record” (2004) →Signal / WhatsApp


• Files:


• 1990s-2000s: Cephus, Plutus, Oceanstore, SFS, SUNDR


• 2010-present: Tahoe-LAFS, Tarsnap, Keybase


• Show of hands: who uses….. 
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Why is this still unsolved?
The threat was anticipated >20 years ago

• Key management is hard


• Security decisions affect the UI/UX


• For a system to work and win, it has to be as usable and feature-ful as the 
things people currently use that aren’t encrypted


• WhatsApp / Signal have crossed the threshold


• Maybe Keybase did, debatable….
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Keybase
Related work

• Goal: End-to-End Encrypted Files, Git hosting, Slack-like chat


• User experience: multiple devices (phone, laptop, backup)


• Admin experience: tamper-proof teams of users


• Contributions: Apply Certificate-Transparency-like (lecture 14) techniques to 
the above


• Shortcomings: VC-backed business model pushed toward centralized server


• Not a general protocol like TLS, HTTP, SMTP
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FOKS - Federated Open Key Service
A new open-source protocol / Keybase successor 

• Goal: E2EE Files, chat in a commercially-useful system


• In scope:


• multiple devices per user: get new device, all data available immediately 


• mutable teams of users, teams of teams, etc.


• proper key rotation after device revoke or team member removal


• Two supported applications: KV-store and Git server


• Primary improvement: federated servers (a protocol, not a business)


• Various manifestations of 2nd (3rd?) system syndrome


• PQ-security, U2F support (lecture 15), improved transparency tree construction, various privacy 
improvements, more flexible teams, etc.
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Outline

✓Motivation


• Threat model


• Devices & Users


• Teams


• Transparency Tree


• Federation
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Threat Model
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Threat Model
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• Bad guys run the server

• Bad guys run the network

• Bad guys can run clients

• Bad guys can get access 

to locked clients

Alice Bob



Threat Model
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• Bad guys run the server

• Bad guys run the network

• Bad guys can run clients

• Bad guys can get access 

to locked clients

Alice Bob

• Goals:

• Prevent attacks when possible

• Flag them when not


• Non-goal: Availability
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Devices & Users
Desired behavior

• Step 1: Signup on laptop


• Step 2: Install app on phone, and get instant access to account.
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Devices & Users
Bad idea 1: Master Password

• When user signs up, enter a password


• Derive all necessary crypto keys from “stretched” password


• Adding a new device just requires input of password on new device


• Why is this a bad idea?
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Devices & Users
Bad idea 2: U2F Master Key
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Devices & Users
Idea 2b: Two U2Fs

21



Devices & Users
Bad Idea 3: One Device to Rule them All
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Devices & Users
The right idea
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• No passwords; secret keys never leave devices


• “Seeing Is Believing” Device Pairing (McCune & Perrig 2008)


• Keybase, current WhatsApp, current Signal


• Kind-of: Apple iCloud


• FOKS



Devices & Users
Approach

• Users think about “devices” not “keys”


• Private key never leaves device (not true of iCloud)


• No passwords


• Each device in a user’s cloud is equally powerful. Why?


• We’ve all lost phones, laptops, slips of paper


• The more devices, the less likely you are to lose your data


• And you’re most likely to discard your oldest device
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Devices & Users
Key Hierarchy

• Each device gets its own key pair, private key never leaves


• Each user gets their own Per-User Key (PUK)


• Secret = 32-byte random seed


• Derived: Signing Keypair + DH Keypair + ML-KEM keypair


• The secret seed of the PUK is encrypted for all the device public keys; encryptions sent to server


• Adding a device: encrypt the PUK seed for the new public device key (Fast!)


• Revoking a device: generate a new PUK; encrypt secret seed for all remaining public device keys 
(Slower, but can happen lazily)


• PUK = “how to encrypt for Alice; or verify a statement by Alice”
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Devices & Users
First Device

• Alice generates:

• new device secret s, stores in local hardware enclave

• first PUK

• user ID


• Derives signing key pair, DH secret key pair, and ML-KEM key pair from s 

• Encrypts the PUK secret for the device public keys derived from s


• Generates commitments for username and device name


• Signs public keys, user ID, commitments with device signing key


• Posts to server as self-signed user creation statement
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Devices & Users
Cryptographic Commitments

• Given a public string n, something like a username or device name


• Generate a random string r


• Commitment = H(r,n)


• Can sign permanent, public statements about the commitment 

• Without r, everyone sees you committed to something; you can’t change what it is


• Knowing r, one can verify you committed to the string n 

• Server can later delete n and r, if you want to erase all traces of n
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Devices & Users
First Device: Put/Get

29

Alice Bob

PUK1



Devices & Users
First Device: Put/Get
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Alice Bob

 σs( Public Key = S, 
    H(r1, “Alice”), 
    H(r2, “iPhone 17”), 
    PUK1, UserID, etc.. 
) , S, r1, r2, PUK1, etc…

 σs( Public Key = S, 
    H(r1, “Alice”), 
    H(r2, “iPhone 17”), 
    PUK1, UserID, etc.. 
) , S, r1, PUK1, etc…

PUK1



Devices & Users
Addition

• On the new device, Alice:


• Generates a new secret seed, s2, stored in local hardware enclave


• Derives public keys from s2


• Makes a new commitment for the new device name


• On the existing device


• Generates a hash of the previous statement


• Signs all the above


• Encrypts the PUK secrets for the new device


• Posts all to the server
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Devices & Users
User “Sigchain”
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 σs1(  
    Public Key = S1, 
    H(r1, “Alice”), 
    H(r2, “iPhone 17”), 
    PUK1, UserID, etc.. 
)

 σs1(  
    Public Key = S2, 
    H(r3, “Laptop”), 
    UserID, 
    H(link1) 
)
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Devices & Users
Addition

• On the new device, Alice:


• Generates a new secret seed, s2, stored in local hardware enclave


• Derives public keys from s2 

• Makes a new commitment for the new device name


• On the existing device


• Generates a hash of the previous statement


• Signs all the above 

• Encrypts the PUK secrets for the new device


• Posts all to the server
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Devices
Device-to-Device Handshake
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secret is: burger 
345 master 123 jump 
99 cat 819 legion 
402 purple 481

Please enter secret

Channel protected with 
E2E authenticated 
symmetric encryption





Devices & Users
Deletion

• On a remaining device, Alice:


• Generates a new PUK


• Generates a hash of the previous statement


• Signs a revoke statement of the above


• Encrypts the PUK secrets for the new device


• Posts all to the server
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Devices & Users
User “Sigchain”

36

 σs1(  
    Public Key = S1, 
    H(r1, “Alice”), 
    H(r2, “iPhone 17”), 
    PUK1, UserID, etc.. 
)

1

 σs2(  
    “Revoke S1”, 
    PUK2 
    UserID, 
    H(link2) 
)

3

 σs1(  
    Public Key = S2, 
    H(r2, “Laptop”), 
    UserID, 
    H(link1) 
)

2



Devices & Users
Updated Put/Get

37

Alice Bob

1 32

1 32

PUK2



Devices & Users
Question: What if the server is evil?
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Alice Bob

1 32

1 32

??



Devices & Users
Question: What if the server is evil?
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Devices & Users
Question: What if the server is evil?

• Wholesale substitution attack


• Forking attack


• Withholding attack
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Transparency Tree
One hash encapsulates the whole system
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1 2 3

epoch= 
1000

UID→H(link3)

H(link2)H(link1)

UID



Transparency Tree
The root updates whenever any leaf changes
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1 2 3

epoch= 
1001

4

epoch= 
1000



Devices & Users
Bob looks up Alice with Merkle Tree

• Download Merkle root from server, and verify explicit signature (i.e., don’t just 
trust TLS).  (Why?)


• Descend the Merkle tree to Alice’s leaf


• Fetch tail of her “sigchain” and confirm the returned sigchain ends in the 
advertised tail


• As before
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Devices & Users
Additional Bookkeeping

• Whenever Bob looks up Alice at time t1 and t2, he asserts the new links fit at 
the end of the chain


• Whenever Bob looks up at time t2 > t1, ensures:


• The global Merkle epoch # has increased


• And that the global Merkle root points back to the earlier root via 
logarithmic “skip pointers”
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1000 1008 1024 1152 1216 1232 1240 1242 1243

→1→2→8→16→64→128→16→8

12411239

1238

1236

1231

1230

1228

1224

1215

1214

1212

1208

1200

1184

1151

1150

1148

1144

1136

1120

1088

1023

1022

1020

1016

992

960

896

768

512

1007

1006

1004

992

MerkleSkipPointers(1243 ↑ 1000)

taken (path edge, labeled with o!set)

not taken (sibling hash)

Path: 1243→ 1242→ 1240→ 1232→ 1216→ 1152→ 1024→ 1008→ 1000

Path nodes: 8 Siblings: 30 Total skip pointers: 38

Bounds: |path| < 2 log2 1243 ↑ 22, |sib.| < (log2 1243)
2 ↑ 121

Transparency Tree
Skip Pointers
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Transparency Tree
Fork Consistency

• See SUNDR (Li & Mazierès 2004)


• Server can still fork the Merkle Tree and show different versions to Bob and Alice


• Must maintain the fork indefinitely and has no viable strategy for merging


• Alice and Bob write down all signed roots; can later present conflicting roots to an 
auditor as definitive proof of malfeasance


• Keybase historically pinned the root of the tree to Bitcoin or Stellar blockchains, to 
mitigate this attack.
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Devices & Users
Username mutability

• Lookup users by UID in Merkle Tree


• If usernames are immutable, then we can pick UID = H(username)


• What about if not?
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Transparency Tree
Usernames & UIDs
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1 2 3

epoch= 
1001

4

UID=0xfe4a

0xfe4a→H(link4)

Username=H(“alice”)

H(“alice”)→0xfe4a



Transparency Tree
Username change
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1 2 3

epoch= 
1001

4

UID=0xfe4a

0xfe4a→H(link5)

Username=H(“alyssa”)

H(“alice”)→⚰

H(“alyssa”)→0xfe4a
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Outline

✓Motivation


✓Threat model


✓Devices & Users


• Teams


• Transparency Tree (redux)


• Federation
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Teams
What is a team?

• A named group, consisting of users and other teams


• Mutable membership


• Owners: can create, delete; can add/remove owners, admins, members


• Admins: can add/remove members, admins


• Members: can read and write data


• All share symmetric keys that can be used to encrypt data like chats and files
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Teams
Initialization

• Alyssa (owner) generates:

• first PTK (per-team key)

• team ID 

• Encrypts the PTK secret seed for her PUK and Bob’s PUK


• Generates commitments for the team name


• Signs public keys, team ID, commitments with her PUK


• Posts to server as a signed team creation statement


• Sound familiar?
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Teams
Addition of New Members

• Alice or Bob (team owners):


• Signs statement with PUK that Charlie is now an owner of team


• Includes Charlie’s PUK and a hash to the previous link in the team’s chain


• Encrypts the team’s PTK secret seed for Charlie’s PUK


• Posts to server
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Teams
Removal of Members

• Charlie (team admin):


• Signs statement with PUK that Alyssa is out of the team


• Rolls a new PTK


• Encrypts the new PTK secret seed for all remaining members


• Posts to server
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Teams
Team “Sigchain”
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 σA(  
    H(r, “bruins”), 
    Owners={PUKA, PUKB}, 
    PTK1,TeamID, etc.. 
)

1

 σC(  
    Owners-={PUKA}, 
    PTK2 
    H(link2) 
)

3

 σA(  
    Owners+={PUKC}, 
    H(link1) 
)

2



Teams
Updated Put/Get
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Charlie Bob

1 32

1 32

PTK2



Teams
All done, right?
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Transparency Tree
Bruins Included
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epoch= 
2003

0xfe4a→H(link3)

H(“alice”)→⚰

H(“alyssa”)→0xfe4a

H(“bruins”)→0x778e

0x778e→H(link3) 

1 2 3



Teams
Nearly-Arbitrary Graphs
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Alyssa 
PUKA

bruins 
PTKB

celtics 
PTKC

patriots 
PTKP

E(PUKA, PTKB seed)

E(PTKB, PTKC seed)
E(PTKP, PTKC seed)



Teams
What happens when Alyssa revokes a device?
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Alyssa 
PUK’A

bruins 
PTK’B

patriots 
PTKP

E(PUK’A, PTK’B seed)

E(PTK’B, PTK’C seed)
E(PTKP, PTK’C seed)

celtics 
PTK’C



Teams
When Does Key Rotation Happen?

• What about on the critical path?


• Consider self-revocation


• Consider a “non-admin” of a team revoking a device


• Consider clients can’t trust servers to provide push notifications


• Background polling of all reachable teams


• Poll each team, and rotate when needed.


• Clients keep “membership chains” to keep track of which teams a user (or team) 
is a member of. Why can’t the server do this?
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Outline

✓Motivation


✓Threat model


✓Devices & Users


✓Teams


• Transparency Tree (redux)


• Federation
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Transparency Tree
Correlated Changes

62

epoch= 
2003

🔄  🔄
0xfe4a→H(link4)

H(“alice”)→⚰

H(“alyssa”)→0xfe4a

H(“bruins”)→0x778e

0x778e→H(link4) 



Transparency Tree
Correlated Changes
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epoch= 
2003

🔄  🔄
0xfe4a→H(link4)

H(“alice”)→⚰

H(“alyssa”)→0xfe4a

H(“bruins”)→0x778e

0x778e→H(link4) 

🦸 🥷



Transparency Tree
Simultaneously Hide and Advertise Changes?

• Keybase: Store 0xfe4a→H(link4) at position 0xfe4a

• CONIKs 2015 / SEEMless 2018 / ELEKTRA 2024 use VRFs


• Server has (pk,sk) pair


• VRF(0xfe4a,sk) -> { 0xaabb, proof }


• Verify(0xfe4a,0xaabb, proof, pk)


• Store 0xaabb→H(link4) in tree


• Doug can’t guess where Alyssa is in tree (though he can verify it)


• Problem: hard to rotate (pk,sk) if compromised
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Transparency Trees Redux
User “Sigchain” Take 2
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Transparency Trees Redux
User “Sigchain” Take 2
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 σs1(  
    Public Key = S1, 
    H(r1, “Alice”), 
    H(r2, “iPhone 17”), 
    NextLoc = 0x1234, 
    PUK1, UserID, etc.. 
)

 σs1(  
    Public Key = S2, 
    H(r2, “Laptop”), 
    UserID, 
    NextLoc = 0x5678, 
    H(link1) 
)
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Transparency Tree
Full Location Hiding
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epoch= 
2003

H(0xfe4a||2||0x1234)→H(link2)

H(“alyssa”)→0xfe4a

H(0xfe4a||1)→H(link1)

H(0xfe4a||3||0x5678)→🛑



Transparency Tree
Signature Ordering

• Problem: Alyssa signs a signature with key A time t1 

• Revokes A at time t2 > t1


• Bob verifies the signature at time t3 > t2 

• Question: how can Alyssa prove to Bob that the signature happened before 
the revoke?


• Imagine a bad guy finds Alyssa’s lost, revoked phone, guesses the PIN, 
accesses the secret key, signs a back-dated signature and colludes with 
the server to accept it.
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Transparency Tree
Signature Ordering

• For signatures in Alyssa’s sigchain, the revoke signs over the hash of all 
previous links, thereby proving the revoke happened after earlier signatures


• For Alyssa’s signatures on a team (like “Bruins”), no way to order the two 
events.


• Perhaps a malicious server, with the captured client, intends to add a new 
member to Bruins and claim it happened before the revoke.
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1 2 3

Alyssa
Revoke A

Bruins
Signatures with A
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Revoke A

Bruins
Signatures with A



Outline
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✓Threat model
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✓Transparency Tree (redux)


• Federation
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Federation
Think: Email and the Web
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chaz@x.co bob@x.co

x.co
y.ai

ada@y.ai



Federation
Think: Email and the Web
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chaz@x.co bob@x.co

x.co
y.ai

ada@y.ai

👫
bruins@y.ai



Federation
Why bother?
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Federation
Why bother?

• “Vendor lock-in” scenario (think: Facebook vs. early Web)


• Different vendors might have different costs, policies on privacy, posture 
toward LE


• Might have different uptime guarantees


• A market of possibilities for various trade-offs


• With self-hosting, no external third-party dependencies (think: DataDog or 
AWS)
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Federation
New complexities

• Server agility:


• Need a mechanism to upgrade server keys or change server DNS name


• Keybase would just upgrade the client


• Cyclical dependencies between teams, and how to reach a stable key 
distribution:


• No “lock the world” possibility across federation


• Upgrades become a lot harder: need a good story for migration at multiple 
layers of the stack
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Summary

✓Motivation


✓Threat model


✓Devices & Users


✓Teams


✓Transparency Tree (redux)


✓Federation
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