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Abstract—The Tor anonymity network is one of the most
popular and widely used tools to protect the privacy of online
users. Tor provides defenses against multiple adversarial activities
aiming to identify or trace the users. Traffic analysis is a very
strong tool that can be used for internet surveillance. Traffic
analysis attacks against Tor’s anonymity network has been known
as an open question in research. Moreover, the low-latency feature
Tor tries to provide to its users imposes limitations in defending
against traffic analysis attacks. In our study, we examine traffic
analysis attacks from the perspective of the adopted adversary
model and how much it fits within Tor’s threat model. The
purpose of this study is to evaluate how practical these attacks
are on real-time Tor network.

Index Terms—Anonymity Network, Tor, Security, Traffic Anal-
ysis, Attacks.

I. INTRODUCTION

Internet communications are becoming subject to all kinds
of surveillance and attacks threatening the security and privacy
of web users. Traffic surveillance in some cases is imple-
mented by governmental entities to silence opposing voices,
or even to track people down. Moreover, clients while surfing
the Internet they unintentionally reveal their identities by
leaving traces of their online activities. To serve the purpose of
preserving users’ online privacy and security, Tor anonymity
networks aim to hide the identity of the users by distributing
the traffic among multiple relays. Since its introduction in
2003, Tor has gained more popularity, currently serving hun-
dreds of thousands of users every day. The anonymity provided
by Tor depends on separating the originator of the traffic from
its destination by re-routing the traffic through a chosen path of
multiple relays and encrypt the entire traffic, making it harder
for any observer to link the origin and destination. Moreover,
Tor provides anonymity to the server-side through hidden
services which can be connected to through an Onion address
given by Tor. Most of the attacks aiming to de-anonymize
Tor’s clients depend on analyzing the observed traffic entering,
exiting, or passing through Tor’s network. One of the most
commonly used methods for attacking the anonymity network
is traffic analysis. Traffic analysis is the process of examining
the traffic flow with the intention of inferring certain infor-
mation from it. Due to the low-latency characteristic of Tor’s
anonymity network, Tor does not provide sufficient protection
against traffic analysis attacks. [1] [2] [3] [4]
In this paper we, are exploring the traffic analysis attacks

on anonymous communication networks, specifically Tor. We
study the adversary models of traffic analysis attacks on
Tor in terms of its practicality and matching with the threat
model that Tor actually is designed to defend against. The
contribution of our study is to highlight the relation between
the traffic analysis attacks types and the adopted adversary
model, the study is also a first step towards evaluating the
practicality of launching these types of traffic analysis attacks
on real-time Tor network.

II. BACKGROUND

Figure 1: Tor network

The Tor network consists of multiple relays called onion
routers (ORs). A descriptor of each OR is constructed con-
taining the OR’s keys and address. The descriptors are then
sent to the authority directory relays. When a client tries to
use the Tor network in order to communicate with a server, it
connects through a proxy called Onion Proxy (OP). The OP
establishes a path to the destination address called a circuit
typically consists of three ORs. To create a circuit the OP first
contacts the authority directory and chooses an OR to be its
entry point (entry guard). The entry guard then extends the
circuit to the next hop, reaching the exit guard which is the
last hop on the circuit. The exit guard then connects to the
destination, figure 1. Each two communicating ORs maintain
a single TLS/TCP connection called channel. Traffic flow from
one client to one destination is logically viewed as a stream,
each stream is mapped to a circuit, and multiple circuits are
multiplexed over the same channel. Circuit creation in Tor is
done in an incremental way, the OP chooses an entry OR,
sends a create command to it, and exchange keys. Once the
entry OR replay with created, the OP extend the circuit to the
next hop. The full sequence of circuit creation is explained in
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figure 2. Router selection is done by using a weight depending
on the available bandwidth.

Figure 2: Tor circuit creation

Tor uses fixed-size packets called cells of size 512 bytes. There
are two types of cells, the control cells are conveying command
relating to building, extending, and destroying circuits and
flow control commands, the structure of this type is shown in
figure 3. The second type is the data cells structured as shown
in figure 4, and they carry the end-to-end communication
messages between the client and the server. The fields CircID
and Command are not encrypted and are used at each OR on
the circuit to route the cell to the corresponding circuit queue.
The rest of the cell is encrypted and can only be processed at
the exit OR in order to complete the connection. [5]

Figure 3: Structure of control cell

Figure 4: Structure of data cell

Hidden services were introduced to Tor in 2004, to provide
the anonymity feature not only to the client-side but to the
server-side as well. In order to be reachable by clients, the
service provider ( service OP ) starts by generating a hidden
service descriptor, and follows these steps:

• The service OP chooses some relays randomly and builds
a circuit with each one of them. These relays are now
serving as Introduction Points(IPs) to this service. The
selected relays share their public key with the onion
service.

• The service creates a service descriptor containing the
public keys of the IPs signed by its own private key.
This descriptor is then shared and distributed to be found
by any user tries to find this particular service using its
.onion address.

• Once the client download the service descriptor it selects
a random set of relays to act as rendezvous points and
start building circuits to these relays using a one-time
secret.

• The client then forms an introduce message containing
the address of the rendezvous point and the one-time
secrete, and encrypt the message using the onion service’s
public key. The client sends this introduce message to the
introduction point asking to pass it to the onion service.

• When the onion service receives the introduce message, it
decrypts it using its private key, read the rendezvous point
address and its one-time secret. The onion service now
forms another message called rendezvous message con-
taining the one-time secret and send it to the rendezvous
point over a circuit that it builds.

• The rendezvous point informs the client that the connec-
tion has been established to the service, and the client is
now ready to communicate with the service.

[6]

III. ATTACKING TOR

A. Tor’s Threat Model

In low-latency anonymity networks such as Tor, an adver-
sary is generally aiming to confirm the source and destination
of communication. The current design of Tor’s network as-
sumes the absence of a global adversary that is able to monitor
both ends of the communication, entry, and exit guards, and
does not provide anonymity against this type of adversaries.
Instead, Tor’s threat model assumes an adversary that can
observe only a fraction of the communication, and is able
to control only a fraction of Tor nodes, either by running
his own ORs or compromising an already running ORs [7].
Based on the proposed threat model, attacks can be categorized
according to how practical their model is, in terms of the
assumptions made and the required resources to enabling the
attack. In the analysis of the security of the onion router
provided by Syverson, et al [8], the probability of facing an
adversary compromising either the first node or the last node
on the route is the same and is equal to : (the number of
compromised nodes (c)) / (the total active nodes in the system
(n)). However, an adversary compromising the first and the
last nodes on the route might exist with probability = c2/n2.
These probabilities are valid for a certain time duration, routes
are dynamic in Tor which means that after a specific amount
of time, if the path is not used to exchange traffic it will be
automatically torn down and another path will be established
for future activities.

B. Tor’s Defenses

Tor encrypts the client’s traffic using multiple keys and
implement perfect forward secrecy, hence, for an attacker to
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attempt to compromise the encryption keys he has not only
to learn the OR’s TLS session key but also the circuit session
key, and due to the periodic rotation of circuit key the window
available to launch such attacks is very limited. Tor also
forces circuit lifetime limit after which the ORs will erase all
information that an adversary, who compromises an OR on
the circuit needs to carry the attacks further and compromise
more nodes. In addition, Tor provides solid defenses against
tagging attacks, and replay attacks.
On the other hand, traffic confirmation attacks are generally
out of the scope of Tor’s design, therefore, Tor provides mini-
mal protection against adversaries aiming to correlate end-to-
end timing and packet size. Website fingerprinting is another
type of potentially effective attacks on Tor’s network, in which
an attacker collects ”fingerprint” of highly targeted websites
containing the access patterns and tries to map observed traffic
to these fingerprints [1]. A defense was developed by Tor
against fingerprinting attack by enabling HTTP pipe-lining,
however, later research proved that the proposed defense was
not effective to prevent fingerprinting attacks [9] [10].

IV. TRAFFIC ANALYSIS ATTACKS

The main focus of traffic analysis is to develop algorithms
and procedures to enable observing, analyzing, evaluating,
and controlling communication. In the context of anonymity
networks, such as Tor, traffic analysis is used to reveal the
identity of Tor’s users, or understand their network behaviour.
Traffic analysis attacks success depends on how accurate the
adversary information. The higher network coverage of the
adversary model the more probable the traffic monitored will
be accurate. However, the design of a threat model should be
aware of impractical assumptions made about the duration of
observation as well as the percentage of network coverage. In
the following, we will discuss traffic analysis attacks from the
perspective of threat models. [11] [12]

A. Global Adversary Model

Considering the previous discussion of Tor’s threat model,
the global adversary is out of Tor’s scope of defenses.
Nevertheless, there are proposed traffic analysis attacks on
Tor’s network that go for the assumption that the adversary
is monitoring both ends of the communication [13] [14] [15]
[16] [17]. In the following will be exploring the threat models
of these attacks and the requirements of launching them.
The traffic correlation attack (DeepCorr) proposed by Nasr,
et al [13], is a traffic correlation attack implemented by using
a deep learning technique with a learning function developed
mainly for Tor’s network. In their setup, data was collected by
observing the traffic from the Tor client to the entry guard, as
well as the traffic exiting the Tor network to the destination.
The flow features used in DeepCorr, namely, the inter-packet
delay and packet size are introduced as raw features to the
deep learning method to derive complex features which is
then used in the correlation function. Although DeepCorr
shows considerable improvement in the correlation accuracy
compared to other traffic correlation techniques [18] [19], the

accuracy of DeepCorr was drastically reduced over time, and
the researchers recommended retraining the system once every
month. The researchers suggested obfuscating the entire Tor
traffic or at least the traffic from the OP to the entry as a
possible countermeasures for this attack.
Chakravarty, et al [15], used NetFlow data records to launch an
active traffic analysis attack on Tor. The threat model assumed
is that the attacker is capable of observing the NetFlow
records of the routers around targeted Tor ORs. The attacker
is also assumed to be able to select a particular anonymous
connection to track. Two scenarios were proposed for the
active attacker. The first one has the active attacker controlling
a web-server and using it to inject a variation pattern in the
victim traffic. The second scenario is for a malicious client
aiming to de-anonymize a hidden service and injecting the
traffic pattern from the OP side. The next step after transferring
the traffic with the injected pattern is for the attacker to collect
the NetFlow records at the two ends, client-to-entry and exit-
to-server, and then compute the correlation between them. In
the attack implementation, the researchers assumed the traffic
was a download of large files to maintain 5 to 7 minutes of
traffic to be captured. The correlation accuracy of the attack on
a real Tor network was not sufficient due to some parameters
such as congestion.
Under the same assumption of a global adversary, Song, et al
[14], proposed a traffic analysis attack using a support vector
machine (SVM) method for machine learning. The proposed
model of adversary assumes that the adversary is able to
capture the flow from OP to entry guard and the flow from exit
guard to destination. The featured used to associate the traffic
are the time and the stream size(at this particular time). The
correlation accuracy of the attack was decreased over time.

B. Capturing Entry Flow

This threat model falls within the scope of Tor’s defenses,
where the adversary is only able to monitor part of the traffic.
Entry flow is the traffic flow from the client’s OP to the entry
guard. Observing the entry flow is a realistic assumption and
can be done in real life by many entities, such as governments.
In their research [20], Gilad and Herzberg introduced a traffic
analysis attack based on TCP side-channel information. The
attack was proposed in two scenarios, one of them concerning
a plain TCP connection between the client and the server.
The second scenario considers an anonymized connection
over Tor’s network. The described attack makes use of active
traffic shaping. using spoofing traffic the attacker changes the
communication rate to limit the number of available exit relays
for the client to choose from. The attacker actively changes the
pattern of the traffic sent from the server to the exit node, then
tries to detect if the entry flow captured is equally affected.
The implementation and evaluation of the attack on Tor was
very limited.
A similar attack was proposed by Arp, et al [21], in their
Torben. Torben designs side-channel attack based on the
fact that Tor cannot hide the traffic information very well,
which means that for web browsing, the size of the HTTP
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request and response actually affects Tor’s encrypted traffic.
The scenario of launching Torben involves an active attacker
controlling a server that the victim client is interested in. The
attacker introduces a particular marker in the traffic delivered
to the victim through Tor’s network. The marker Torben used
is a number of request-response pairs of large size to be
distinguishable from regular traffic, and then split them into
quad-bits, and encode each one separately. The attacker then
observes the entry flow to detect the presence of the marker.
The live experiments showed accuracy of 91%, however, the
experiment was very limited and only explored 34 marked
web pages. The attack also does not hide the marker very
well, which makes it easier to detect it and develop a defense
against this type of attack.

Identifying Tor traffic and separate it from regular traffic
is another type of traffic analysis attacks, it can be used to
block Tor users from being able to access the web. In their
research Lashkari, et al [22], showed that using only time-
based features they were able to characterize Tor’s traffic and
identify it within a flow. The collected data was obtained from
Tor’s entry flow (flow between client and entry guard). In order
to label the collected data for training the machine learning
model, the researchers used a controlled environment in which
one application was used at a time (Browsing, E-mail, Chat,
File transfer, and streaming). They used the inter-arrival time,
flow bit-per-seconds, and flow duration as features.
A similar method was proposed by He, et al [23], using burst
volumes and directions as model features. The attacker in this
threat model captures the entry flow for each application type.
The target applications to be identified in the flow were P2P,
FTP, IM, and Web browsing. Lashkari’s classification method
covered more internet protocols compared to He’s method, and
with accuracy reaching 99% while He’s method was only 92%
accurate.

C. Compromising Tor’s relays

One of the widely adopted threat models by many attacks
assume the presence of one or multiple malicious Tor relays,
either being compromised by the attacker or originally run
by the attacker. Most of the attacks in the literature targeting
the de-anonymization of Tor’s hidden services falls under this
category [24] [25] [26]. This assumption falls within the scope
of Tor’s threat model stating that Tor provides anonymity
against an adversary who can control part of the network.
Flow watermarking attacks are a different category of attacks
that also use this assumption. Flow Watermarking attacks are
active attacks that depend on the presence of an embedder
to inject the watermark in the flow, and the detector(s) that
tries to confirm if the watermark is found in the captured
flow or not [27] [28]. Flow watermarking attacks are used
in the context of Tor anonymity networks to reveal the IP
addresses of its hidden services. In their INFLOW, Iacovazzi,
et al [29], they introduced an inverse flow watermark to
de-anonymize Tor’s hidden services. INFLOW assumes an
adversary that controls at least one of the entry guards of
the hidden service. The adversary poses as a hidden service

client and tries to access the service using its onion address
and build a circuit to it. The watermark embedding module is
implemented on the corrupted client, while the detection of the
watermark happens on the corrupted entry guard run by the
adversary. The watermark used depends on introducing bursts
of silent traffic in the flow from the client to service. The
results obtained in their evaluation reached 96% true positive,
however, the detection module can be affected by large packet
loss. The watermark can be detected by an observing third-
party, which might raise suspicious. Another watermarking
attack was introduced by Iacovazzi, et al [30] called DUSTER.
In this attack, the adversary also takes control of multiple
Tor nodes. First the adversary scan the dark web for a list
of services, and then using a malicious Tor client injects a
watermark in the stream contacting one service at a time.
The adversary controls several Tor guards acting as watermark
detectors. Once a detector spots the watermark in the stream
passing through it, it informs the client with the real IP of
the service endpoint, and remove the watermark from the
stream. The client associate the IP with the service and moves
to another service and repeat these steps. In this attack, the
adversary is assumed to be able to control enough Tor guards
to cover as many rendezvous circuits as required, and that the
probability of getting selected as an onion service entry guard
is really high. Although the assumption falls within the threat
model of Tor, it is still impractical. In general, this attack
takes advantage if the congestion control mechanism of Tor
and the results showed good accuracy in watermark detection.
However, the increase of the detection size, more than 50%
of the watermark size, led to decreased detection accuracy.
On the other hand, some attacks aiming to de-anonymize the
client can also follow the assumption of compromised Tor
nodes. Murdoch, et al [7], proposed an active traffic analysis
attack based on traffic timing information. The goal of the
attack is to identify the communication path from the client
to the server. Murdoch’s attack follows the threat model of
Tor, the adversary in the proposed attack controls a malicious
server that actively modulates the delay of the traffic being
sent to the client, as well as a compromised Tor relay. The
corrupted Tor relay keeps checking other relays to confirm
the existence of the delay pattern injected by the server in
order to identify the circuit path used by the client. The weak
point of this attack is that it requires probing each relay in
the Tor network, and with heavy traffic, the accuracy of the
correlation function decreases.

V. ANALYSIS

From the aforementioned discussion, we noticed that certain
types of attacks are most associated with specific threat models
and are best suited for their assumptions. Traffic correlation
attacks, for instance, to acquire the flow at multiple points
of the network and apply the correlation function to confirm
the match. Many of the introduced traffic correlation attacks
in the literature choose to match both entry and exit flow of
the Tor network, consequently the threat model they use is
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Attack Threat Model Attack Method Attack Type Drawbacks
DeepCor - Nasr, et al [13] Global Adversary Traffic Correlation Passive Correlation accuracy decreases with time
Chakravarty, et al [15] Global Adversary Traffic Correlation Active Congestion in live Tor affects the correlation accuracy
Song, et al [14] Global Adversary Traffic Correlation Passive Offline evaluation with limited dataset
Gilad and Herzberg [20] Capture Entry Flow Side-channel Active The evaluation on Tor network is not sufficient
Torben - Arp, et al [21] Capture Entry Flow Side-channel Active injected marker not well hidden- limited experiment
Lashkari, et al [22] Capturing Entry Flow Traffic Classification Passive controlled environment was used
He, et al [23] Capture Entry Flow Traffic Classification Passive Less accurate compared to Lashkari’s
INFLOW - Iacovazzi, et al [29] Compromising Tor nodes Flow watermarking Active high packet loss ration affects the accuracy
DUSTER - Iacovazzi, et al [29] Compromising Tor nodes Flow watermarking Active Accuracy decreases with the increase of detection size
Murdoch, et al [7] Compromising Tor nodes Traffic correlation Active Heavy traffic affects the accuracy

Table I: Traffic Analysis Attacks Comparison

usually the global adversary model. Side-channel attacks, on
the other hand, de-anonymize the clients on Tor’s network
by manipulating some side-channel information in a certain
pattern and then attempting to spot that pattern in the traffic
flow from the client to the entry guard of Tor’s network. The
only traffic flow this type of attacks need to capture is the
entry flow. Moreover, the attacks attempting to identify and
separate Tor’s traffic from normal traffic necessitates observing
the entry flow and the accuracy of each attack depends solely
on the classification method and the features selected. the
category of flow watermarking attacks is following the typical
threat model of Tor anonymity network. In these attacks the
adversary is assumed to be able to control multiple Tor nodes
in order to be able to launch his attack.

VI. CONCLUSION AND FUTURE WORK

In this paper, we presented an analysis of a category of at-
tacks that have proven to be effective on the anonymity of Tor’s
network. The threat model adopted by each attack described
can be directly related to its practicality. For the discussed
attacks in this survey, launching the attack successfully in the
real networks requires a solid evaluation of the probability of
maintaining the compromised entities for the needed duration.
Our future plan includes studying other types of traffic analysis
attacks, moreover we plan to conduct a comprehensive eval-
uation of the probability of successfully launching different
types of traffic analysis attacks against the Tor network.
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