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Overview of Today’s Lecture 

 Some of the current 
problems in online 
privacy 
 

 Tracking mechanisms 
 Cookies 
 Beacons  
 Browser fingerprinting 

 
 Dangers of third-party 

tracking  

 Ad ecosystem and 
user targeting 
 

 Solutions for tracking 
prevention 
 

 RePriv: combining 
personalization and 
privacy 
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Web privacy concerns 

 Data is often collected silently 
 Web allows large quantities of data to be collected 

inexpensively and unobtrusively 

 Data from multiple sources may be merged 
 Non-identifiable information can become identifiable 

when merged 

 Data collected for business purposes may be used 
in civil and criminal proceedings 

 Users are often given no explicit choice  



HTTP Request + Cookie 
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GET /retail/searchresults.asp?qu=beer HTTP/1.0 
Referer: http://www.us.buy.com/default.asp 
User-Agent: Mozilla/4.75 [en] (X11; U; NetBSD 
1.5_ALPHA i386) 

Host: www.us.buy.com 
Accept: image/gif, image/jpeg, image/pjpeg, */* 
Accept-Language: en 
Cookie: buycountry=us; dcLocName=Basket; 
dcCatID=6773; dcLocID=6773; dcAd=buybasket; 
loc=; parentLocName=Basket; parentLoc=6773; 
ShopperManager%2F=ShopperManager%2F=66FUQULL0
QBT8MMTVSC5MMNKBJFWDVH7; Store=107; 
Category=0 

 



Referer Logging Issues 
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 GET methods result in values in URL 
 

 These URLs are sent in the referer header to 
next host 
 

 Somewhat contrived example:  
 
http://www.ebay.com/cgi_bin/order?name=Bil
l+Clinton&address=here+there&credit+card
=234876923234&PIN=1234& -> index.html  



Tracking Mechanics: Cookies 

 Categories of cookies 

 Persistent cookie – cookie 
replayed until expiration date 

 First-party cookie – cookie 
associated with the site the 
user requested 

 Third-party cookie – cookie 
associated with an image, ad, 
frame, or other content from 
a site with a different domain 
name that is embedded in 
the site the user requested  

 An HTTP cookie, originally 
invented by Lou Montulli and 
John Giannandrea at Netscape 
in 1994, is extremely useful for 
the web 

 Cookies are the easiest way to 
offer "stateful" user interfaces 
such as user accounts and 
logins, multi-page forms, or 
online shopping carts 

 Cookies also allow sites to store 
a unique ID in your browser, and 
to track you 

 Many people have learned to 
block, limit or delete their 
cookies 
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Tracking Mechanics: Beacons 

 Often invisible 1x1 
images 

 

 Work just like banner 
ads from ad networks, 
but you can’t see them 
unless you look at the 
code behind a web page 

 

 Also embedded in HTML 
formatted email 
messages, MS Word 
documents, etc.  
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Tracking Mechanics: Fingerprinting 
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Panopticlick Results 
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Third-Party Tracking 
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 A third party is typically an advertiser or ad network 

 

 Their content is placed alongside primary (first-party) 
content 

 

 Requests go to their site and result in  
 Referred often containing the URL and user identifying 

information to be sent to the site 

 An ID that is stored in the cookie for cross-correlation 

 Date, time, etc. 



Clickstreams 
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 In the language of computer science, clickstreams – browsing 
histories that companies collect – are not anonymous at all; rather, 
they are pseudonymous.  

 

 The latter term is not only more technically appropriate, it is much 
more reflective of the fact that at any point after the data has been 
collected, the tracking company might try to attach an identity to 
the pseudonym (unique ID) that your data is labeled with.  

 

 Thus, identification of a user affects not only future tracking, but 
also retroactively affects the data that's already been collected. 
Identification needs to happen only once, ever, per user. 

 

Arvind Narayanan, Stanford 



Magnitude of the Problem 

 Recorded interactions 
with 120 popular sites 
for information 
leakage to third 
parties 

 Found that  
 56% leaked some form 

of private information 

 48% leaked a user 
identifier 
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Linking User Names Across Services 

 Suppose you find the same username on 
different online services, what is the 
probability that these usernames refer to 
the same physical person?  

 

 Our experiments, based on crawls of real 
web services, show that a significant 
portion of the users' profiles can be 
linked using their usernames.  

 

 To the best of our knowledge, this is the 
first time that usernames are considered 
as a source of information when profiling 
users on the Internet. 

  
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Recent Stanford Experiments 

 Picked 185 popular sites  

 Used FourthParty web 
measurement platform to 
create an account and 
interact with the site 

 Explored content that dealt 
with user identity, such as 
profile and settings pages 

 After collecting data, 
searched Request-URIs and 
Referer headers for known 
personal information 

 User name/ID leaked 
in 113 websites or 61% 
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More Results from the Stanford Study 

 Viewing a local ad on the Home Depot 
website sent the user's first name and 
email address to 13 companies 

 

 Entering the wrong password on the 
Wall Street Journal website sent the 
user's email address to 7 companies 

 

 Changing user settings on the video 
sharing site Metacafe sent first name, 
last name, birthday, email address, 
physical address, and phone numbers to 
2 companies 

 

 Signing up on the NBC website sent the 
user's email address to 7 companies 

 

 Signing up on Weather Underground 
sent the user's email address to 22 
companies. 

 

 The mandatory mailing list page during 
CNBC signup sent the user's email 
address to 2 companies. 

 

 Clicking the validation link in the Reuters 
signup email sent the user's email 
address to 5 companies. 

 

 Interacting with Bleacher Report sent 
the user's first and last names to 15 
companies. 

 

 Interacting with classmates.com sent the 
user's first and last names to 22 
companies. 
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Privacy Policies? 
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 Many first-party websites make what would appear to be incorrect, or at 
minimum misleading, representations about not sharing PII. Here are 
some examples: 
 

 The Home Depot: 
 Personal Information Disclosure: The Home Depot will not trade, rent or sell your personal 

information, without your prior consent, except as otherwise set out herein. [Does not describe 
sharing with third-parties for advertising or analytics.] 

 

 The Wall Street Journal: 
 We will not sell, rent, or share your Personal Information with these third parties for such parties' 

own marketing purposes, unless you choose in advance to have your Personal Information shared for 
this purpose. Information about your activities on our Online Services and other non-personally 
identifiable information about you may be used to limit the online ads you encounter to those we 
believe are consistent with your interests. Third-party advertising networks and advertisers may also 
use cookies and similar technologies to collect and track non-personally identifiable information such 
as demographic information, aggregated information, and Internet activity to assist them in 
delivering advertising on our Online Services that is more relevant to your interests. 

  
 

http://www.homedepot.com/webapp/wcs/stores/servlet/ContentView?pn=Privacy_Security&langId=-1&storeId=10051&catalogId=10053
http://online.wsj.com/public/page/privacy-policy.html


Players in the Online Space: Ad Scenario 
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 Ad networks 

 

 Hosts – sites on which ads are placed 

 

 Users – some are concerned about their privacy 



Ad Targeting 

 The better (more relevant) 
ads are, the more they 
appeal to the user 

 

 The more they appeal to the 
user, the higher the click-
trough rates (CTR) become 

 

 The more click the 
advertising network gets, the 
more they get paid (pay-per-
click) 

 How do we create more 
relevant ads? 

 

 Need to know what the user 
finds relevant 

 

 How can we find that out? 

 

 One option is to do user 
profiling/modeling 

 

 Followed by ad targeting 
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Tracking Prevention Solutions 
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1. Browser privacy modes 

 

2. Opting out of cookie-based tracking 

 

3. "Do Not Track (DNT) 

 

4. Tracking Protection Lists (TPLs) 



Browser Privacy Modes 
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 Prevent access to 
persistent user data 

 

 Prevent storing 
persistent data 

 

 Cleanse referers  



Controlling Cookie Access 
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InPrivate Filtering in IE8/IE9 
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Opting out of Cookie-based Tracking 

 Instead of preventing 
cookie access, explicitly 
set opt-out cookies 

 

 Many ad networks 
provide mechanisms for 
this 

 

 There are tools to help 
you set the right cookie: 
SelectOut.org  
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Manipulating Opt-Out Cookies 
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"Do Not Track (DNT) 

 The Do Not Track proposal is to include a 
simple, machine-readable header 
indicating that you don't want to be 
tracked. The header that would be 

inserted is  DNT:1 
 

 Because this signal is a header, and not a 
cookie, users will be able to clear their 
cookies at will without disrupting the 
functionality of the Do Not Track flag 

 

 It’s important to note that there is no 
"list" that consumers need to sign up for. 
Early discussion of Do Not Track included 
proposals about a list-based registry of 
users, similar to the Do Not Call Registry. 
This proposal does not collect data on 
consumers in a central list 

  
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DNT: Fear, Uncertainty, and Doubt 
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Tracking Protection Lists (TPLs) 
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Tracking Protection Lists (TPLs) 

How do they work? 

 The websites you visit often contain content from third parties. In order to load 
this content, certain information about your computer, including your IP address 
and the address of the webpage you’re viewing, is sent to each of the third parties. 
If a site is listed as a “do not call” site on a TPL, Internet Explorer 9 will block third-
party content from that site, unless you visit the site directly by clicking on a link or 
typing its web address. By limiting “calls” to third-party websites, Internet Explorer 
9 limits the information these third-party sites can collect about you. 

 

Do TPLs only block third-party calls? 

 TPLs can include “do not call” or “OK to call” entries that permit calls to specific 
third-party sites. Please be aware that if there are conflicts between “do not call” 
and “Ok to call” TPLs, the “Ok to call” rules will govern. You should review carefully 
the TPLs that you choose to download to ensure that you want to allow calls to 
each of the sites included in any “Ok to call” list. 

  
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from TPL FAQ 



Privacy in 
the News 

• Concerns about tracking 

• Personal data siloed away 

• Browser features help  

• Legislative pressure 
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What are some of the reasons for 
the outrage caused by third-party 
tracking? 

Question of the Day 30 



RePriv 

Ben Livshits 

Microsoft Research 

Re-Envisioning In-Browser 
Personalization & Privacy 

[Oakland S&P 2011] 



users want a 
highly 

personalized 
web 

experience 



Google news 

Amazon 

New York Times 

Netflix 

Privacy 
concerns 

Share data to get 
personalized 

results 



Browser: Personalization & Privacy 

• Broad applications: 

– Site personalization 

– Personalized search  

– Ads 

 

• User data in browser 

 

• Control information release  

Browsing history 

User interest profile 

Distill 

Top: Computers: Security: Internet: Privacy 

Top: Arts: Movies: Genres: Film Noir 

Top: Sports: Hockey: Ice Hockey 

Top: Science: Math: Number Theory  

Top: Recreation: Outdoors: Fishing 
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Scenario #1: Online Shopping 

Interest 
profile 

Interest 
profile 

bn.com would like to learn your top interests. 
We will let them know you are interested in: 
 

• Science 
• Technology 
• Outdoors 

 
 Accept Decline 



RePriv Protocol 



Scenario #2: Personalized Search 

“weather”  weather.com 

“sports”  espn.com 

“movies”  imdb.com 

“recipes”  epicurious.com 

Personalized Results Personalized Results 
Would you like to install an extension 
called “Bing Personalizer” that will: 
 
• Watch mouse clicks on bing.com 
• Modify appearance of bing.com 
• Store personal data in browser 
 

Accept Decline 



Contributions of RePriv 
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• An in-browser framework for collecting & 
managing personal data to facilitate 
personalization. 

RePriv 

• Efficient in-browser behavior mining & controlled 
dissemination of personal data. 

Core Behavior 
Mining 

•A framework for integrating verified third-party 
code into the behavior mining & dissemination of 
RePriv. 

RePriv miners 

•Evaluation of above mechanisms on real browsing 
histories & two in-depth case studies. 

Real-world 
Evaluation 



Browser equipped with RePriv 

RePriv Architecture 

Core mining Core mining 
Core mining 

Core mining 
Miners 

Personal store 

3rd party 
providers 

1st party 
providers 

RePriv APIs 
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Core Mining 

• Taxonomy from first two 
levels of ODP taxonomy 
– ~450 categories total 

– 20 top-level categories 

– Overlap exists 

• Naïve Bayes 
– All categories equally likely 

– Training: min(3000, # 
pages) sites per category 

– Attribute words occur in at 
least 15% of docs for ≥1 
category 

 

• Classification is fast 
enough: O(c•n) 
– n is # words in document 

– c is # document categories 

 

 

 

Top 

Science 
Physics 

Math 

Sports Football 



Global Mining Convergence 
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% History Complete 

Interest profiles 
are fast to build 



• An in-browser framework for collecting & 
managing personal data to facilitate 
personalization. 

RePriv 

• Efficient in-browser behavior mining & controlled 
dissemination of personal data. 

Core Behavior 
Mining 

•A framework for integrating verified third-party 
code into the behavior mining & dissemination of 
RePriv. 

RePriv miners 

•Evaluation of above mechanisms on real browsing 
histories & two in-depth case studies. 

Real-world 
Evaluation 



Verifying Miners 

• Untrusted miners are written in Fine  

• API wrappers for RePriv functionality written in Fine 

• Refined types on security-critical arguments to reflect 

policy needs 

• All Miners state policy at top of source code 

• Won’t compile unless code follows policy 

 

 

Miner Name C# LoC Fine LoC Verif. Time 

TwitterMiner 89 36 6.4 

BingMiner 78 35 6.8 

NetflixMiner 112 110 7.7 

GlueMiner 213 101 9.5 



 

assume ExtensionId "twitterminer" 

assume CanCommunicateXHR "twitter.com“ Nil 

assume  CanUpdateStore("twitter.com“ “twitterminer”) 

 

val MakeRequest: p:provs -> 

                                ({host:string | CanCommunicate host p}) -> 

            t:tracked<string,p> ->  

                                 … 

            tracked<string,fp> 

 

val AddEntry ({p:provs | CanUpdateStore p}) ->                             

                        data:tracked<string,p> -> 

                        string -> 

                        tracked<list<string>,p> -> 

                        … 

                        unit 

 



Netflix Example 

• Update interest profile 
based on Netflix.com 
interactions 
– Watches clicks on rating links, 

updates store 

– Reads store to find recently-
viewed movies by genre 

 

• Can provide this 
information on request to  
– fandango.com 

– amazon.com 

– metacritic.com 

 

 

114 lines of Fine code 

assume ExtensionId  "netflixminer" 

assume forall (s:string) . (ExtensionId s) => CanUpdateStore (P "netflix.com" s) 

assume forall (s:string) . CanReadDOMId "netflix.com" s 

assume CanReadDOMClass "netflix.com" "rv1" 

assume CanReadDOMClass "netflix.com" "rv2" 

assume CanReadDOMClass "netflix.com" "rv3" 

assume CanReadDOMClass "netflix.com" "rv4" 

assume CanReadDOMClass "netflix.com" "rv5" 

assume CanCaptureEvents "onclick" (P "netflix.com" "netflixminer") 

assume CanServeInformation "fandango.com" (P "netflix.com" "netflixminer") 

assume CanServeInformation "amazon.com" (P "netflix.com" "netflixminer") 

assume CanServeInformation "metacritic.com" (P "netflix.com" "netflixminer") 

assume CanHandleSites "netflix.com" 

assume CanReadStore (P "netflix.com" "netflixminer") 

assume CanReadLocalFile "moviegenres.txt" 

let doGetMovies genre cdom = 

    … 

  let flixEnts = GetStoreEntriesByTopic 

                         myprov "movie" in 

  let genreFlix = bind myprov flixEnts 

                           (filterByGenre genre) in 

  ExtensionReturn cdom myprov genreFlix 



• An in-browser framework for collecting & 
managing personal data to facilitate 
personalization. 

RePriv 

• Efficient in-browser behavior mining & controlled 
dissemination of personal data. 

Core Behavior 
Mining 

•A framework for integrating verified third-party 
code into the behavior mining & dissemination of 
RePriv. 

RePriv miners 

•Evaluation of above mechanisms on real browsing 
histories & two in-depth case studies. 

Real-world 
Evaluation 



Privacy-Aware News Personalization 

Map RePriv interest taxonomy to del.icio.us 
topics 

Query personal store for top interests 

Ask del.icio.us API for “hot” stories in 
appropriate topic areas from nytimes.com 

Replace nytimes.com front page with 
del.icio.us stories 



Privacy Policy 

Change TextContent of 
selected anchor and div 
elements on nytimes.com 

Query del.icio.us with 
top interest data 

Change “href” attribute of 
anchor elements on 
nytimes.com 



Evaluation Process 

 
Technology/Web 2.0 
Technology/Mobile 
Science/Chemistry 
Science/Physics 

 

• 2,200 questions 
• Over 3 days 
• Types of results 

– Default  
– Personalized 
– Random 

 



News Personalization: Effectiveness 
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User Relevance Score 

Most responses 
rated highly! 

Most responses 
rated poorly 



RePriv Summary 

• Existing solutions require privacy sacrifice 

 

• RePriv is a browser-based solution 
– User retains control of personal information 

– High-quality information mined from browser use 

– General-purpose mining useful & performant 

– Flexibility with rigorous guarantees of privacy 

 

• Personalized content & privacy can coexist 

 

• See our Oakland papers and W2SP papers 



Summary 
 Some of the current 

problems in online 
privacy 
 

 Tracking mechanisms 
 Cookies 
 Beacons  
 Fingerprinting 

 
 Dangers of third-party 

tracking  

 Ad ecosystem and 
user targeting 
 

 Solutions for tracking 
prevention 
 

 RePriv: combining 
personalization and 
privacy 
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