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JavaScript Security Model

Script runs in a “sandbox”
No direct file access
Restricted network access

Same-origin policy
Code can only access properties of documents and
windows from the same origin
Gives a degree of isolation

Origin roughly is the URL, but not quite

If the same server hosts unrelated sites, scripts from one site can
access document properties on the other

Is the origin always representative of content?



-1 Browser Security Handbook

o1 ... DOM access
o ... XMLHttpRequest

o ... cookies

o ... Flash

o ... Java

o ... Silverlight

o ... Gears

o1 Origin inheritance rules

This is Just the Beginning...
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XmlHttpRequest

7 XmlHttpRequest is the foundation of AJAX-style
application on the web today

o Typically:
01. var request = new XMLHttpReauest():;
02. request.open('GET', 'file:///home/user/file.json', false);
03. reguest.send(null) ;
04 .
05. if (reguest.status == 0)

06. console. log(reguest.responseText) ;



Virtually No Full Compatibility

Test description
Banned HTTP methods

XMLHttpRequest may see httponly cookies?
XMLHttpRequest may see invalid HTTP 30x responses?
XMLHttpRequest may see cross-domain HTTP 30x responses?
XMLHttpRequest may see other HTTP non-200 responses?

May local HTML access unrelated local files wia
XMLHttpRequest?

May local HTML access sites on the Internet via
XMLHttpRequest?

Is partial XMLHttpRequest data visible while loading?
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Why is lack of compatibility bad?



Active Research and Development
4

Security Vulnerabilities in the Same-Origin Policy: Implications and
Alternatives

September 2011 (vol. 44 no. 9)
pp. 29-36
Hossein Saiedian. University of Kansas

Dan 5. Broyles, Sprint Nextal

D01 Bookmark: http://doi.ieeecomputersociety.org/10.1109/MC.2011.226

N ABSTRACT

The same-origin policy, a fundamental security mechanism within Web browsers, overly
restricts Web application development while creating an ever-growing list of security holes,
reinforcing the argument that the S0P is not an appropriate security model.
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forgery (CSRF), Cross-site scripting (X55)
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How Do We Do Cross-Domain XHR?

_ s |
-1 Server-side proxying
Is this a good idea?

-1 Alternatives abound, no consensus
XDomainRequestin IE8
JSONRequest
CS-XHR



Site A Site B
Recent Developments

M w Y

= Cross-origin network requests

Access-Control-Allow-Origin: <list of domains>

Access-Control-Allow-Origin: *

= Cross-origin client side communication

= Client-side messaging via postMessage



window.postMessage

]
- New HTMLS5 API for inter-frame communication

Supported in latest betas of many browsers

e @ 0O &

- | Add a contact> m%éjgj &
facebook = 2 |
<Share contacts I HJEfHJ L



Facebook Connect Protocol

SOP policy does not allow Library creates two

a third-party site (e.g hidden iframes with an
TechCrunch), called origin of facebook.com
implementor, to which in turn
communicate with communicate with
facebook.com Facebook

To support this The cross-origin
interaction, Facebook communication between
provides a JavaScript hidden iframes and the
library for sites implementor window are
implementing Facebook layered over

Connect postMessage



Facebook Connect

Facebook Connect is a system
that enables a Facebook user to
share his identity with third-
party sites

Some notable users include
TechCrunch, Huffington Post,
ABC and Netflix

After being authorized by a user,
a third party web site can query
Facebook for the user’s
information and use it to
provide a richer experience that
leverages the user’s social
connections

For example, a logged-in
user can view his Facebook
friends who also use the
third-party web site, and
interact with them directly
there

Note that the site now
contains content from
multiple principals—the
site itself and
facebook.com



The Emperor’s New APIs: On the (In)Secure Usage of

Facebook Connect

Facebook

Implementor
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postiMessage syntax
N

frames[0].postMessage("Attack at dawn!",
"http://b.com/");

window.addEventListener("message", function (e) {

if (e.origin == "http://a.com") {
. e.data ... }
}, false);

i@' http://a.com W €3 http://b.com

Attack at dawn!

A.com




Why Include The Target Origin?

7 What goes wrong?
frames[0].postMessage("Attack at dawn!");

if we just do this?

1 Are there other issues with the use of
postMessage?



Trusted and Untrusted Web Content

Two trust levels: What is the issue?

trusted and untrusted Untrusted components
are sequentially
composed and placed in

Trusted: code a trusted context

belonging to host.

Model fits the case of
web pages with
advertisements,
iGoogle, Facebook

Apps

Untrusted: all third-
party code



JavaScript Language Restrictions



Ad Scenario: Why ADsafe?

advertiser synd ad major ad publisher
network network

<script> m
</script> m

o1 Ensure safety of ads containing JavaScript

-1 Always a good idea?



ADsafe Example

Making Ja
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<scripts

ADSAFE.go("ROMAN_", function (dom, lib} {
"use strict”;
var roman = (function () {

var table = [
[llJ lIlJ lIIlJ lIIIlJ lIvlJ FUFJ lelJ lVIIlJ FVIII'J
[llJ lle lnlJ lmlJ lelJ lLlJ lI_le lmlJ lI_mlJ
[FFJ !cFJ Fcc!J Fc{cFJ FcDFJ FDFJ FMFJ F[K:{FJ FMc{FJ
13
return function (n) {
var result = "', 1i;
n = +n;

for (1 = @8; 1 « table.length; 1 += 1) {
result = table[+i][+(n % 18)] + result;
n = Math.fleor{n / 18);
¥
for (1 =@8; 1 < n; 1 4=1) {
result = "M' + result;
¥
return result;
1
F0)s

var input = dom.g("input_text");
input
.on( "enterkey', function (e) {
dom.q{ "#ROMAN_RESULT ') .value(roman(input.getValue()));
input.select();

e

</script:
<fdive

box and press the [enter] key.

al in the box and press the [enter]




ADsafe Goals

-1 ADsafe removes features
from JavaScript that are
either unsafe or grant

uncontrolled access to

JavaScript:
The Good Parts

unsafe browser

components or that

contribute to poor code

quality

O’RE".LYo -YAHOO-’- PRESS Douglas Crockford




ADsafe Restrictions

Global variables: ADsafe's object capability
model prohibits the use of most global
variables.

Limited access: Array, Boolean, etc.

this: If a method is called as a

function, this is bound to the global object.
Since ADsafe needs to restrict access to the
global object, it must prohibit the use of this in
guest code.

arguments: Access to the arguments pseudo-
array is not allowed.

eval: The eval function provides access to the global
object.

with statement: The with statement modifies the
scope chain, making static analysis impossible.

Dangerous methods and properties: arguments callee
caller constructor eval prototype stack unwatch
valueOf watch

Capability leakage can occur with these names in
at least some browsers, so use of these names
with . notation is prohibited.

Names starting or ending with _: Some browsers have
dangerous properties or methods that have a
dangling _.

[ ] subscript operator except when the subscript is a
numeric literal or string literal or an expression that
must produce a number value: Lookup of dynamic
properties could provide access to the restricted
members. Use

ADSAFE.get and ADSAFE.set instead

Date and Math.random: Access to these sources of
non-determinism is restricted in order to make it
easier to determine how widgets behave



Trade-offs

ADSAFE.go ("AD "
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FBJS: How FB Apps are Programmed

Basics

Facebook apps are either
IFRAMEd or integrated

Integrated Facebook
applications are written in
FBML/FBIJS

FBJS: Facebook subsets of
HTML and JavaScript

FBJS is served from
Facebook, after filtering and
rewriting

Facebook libraries mediate
access to the DOM

Security goals

No direct access to the
DOM

No tampering with the
execution environment

No tampering with
Facebook libraries

Isolation approach

Blacklist variable names
that are used by
containing page

Prevent access to global
scope object



FBJS By Example

24
function foo(bar) { function a12345 foo(al2345 bar) {
var obj = {property: bar}; var al2345 obj = {property: al2345 bar};
return obj.property; return al2345 obj.property;
¥ ¥
obj.className = "SBGGiftItemImage",
obj. ClassName( "'SBGGiftItemImage );
obj.onmouseout = function() {
this.className = "SBGGiftItemImage";};
Obj . (ll ll,

function()
{this.setClassName( 'SBGGiftItemImage');});



FBJS Restrictions

o[e] ->al12345 o[$FBIS.idx(e)]

Other, indirect ways that malicious content might reach
the window object involve accessing certain standard or
browser-specific predefined object properties such as
__parent__ and constructor

Therefore, FBIJS blacklists such properties and rewrites
any explicit access to them in the code into an access to
the useless property unknown



More on FBIJS

Facebook Application Directory:

But also FBML and FBQL

Subject of much research in 2009-2011

Designing Malicious Applications in Social Networks
Preventing Capability Leaks in Secure JavaScript Subsets
Isolating JavaScript with Filters, Rewriting, and Wrappers


http://www.facebook.com/apps/directory
http://www.facebook.com/apps/directory
http://www.facebook.com/apps/directory

Question of the Day

What Are the Pros/Cons of Static
Restriction vs. Code Rewriting



Mashup Scenario: Developer’s Dilemma

Y

Other people’s
code can’t be
trusted

Mashups mean
including code

28



Typical Mashup: Yelp + Google Maps

2 kit S velp.com/search?find_desc=indian@ns=18rpp= 10&find_loc=Palo+Alt v |§| |z| Live Search |F' ~'-|
[ ‘- & - [Page v G Todks ¥

Search for (e g. taco, salon, Max's) Near (Address, City, State or Zip)

[indian | [Patotto, ca | =

Real People. Real Reviews.™

Welcome AboutMe  Write a Review  Find Reviews  Invite Friends  Messaging Talk Events Member Search | Account | Log In
indian Palo Alto 110 10 of 144 - Results perpage:
Browse Category: Indian/Pakistani
 Hide Filters F
SortBy Cities Distance Features Price Category
» Best Match [JPalo Alto » Bird's-eye View [ Good for Groups [ s35% [ Indian/Pakistani
Highest Rated [[]Mountain View Driving (5 mi.) [] Take-Out O 535 []Restaurants
Most Reviewed [ Sunnyvale Biking (2 mi.) [ Takes Reservations 53 [ Specialty Food
; Walking (1 mi.) )
Redwood Ci Bakeries
O . y Within 4 blocks ... More features » Os O
Wore Cities » ... More categories »

Sponsored Result

New Saffron [ [ [ [ RS

2700 W El Camino Real

Wountain View, CA 94040
(650) 9480123

Category: Indian/Pakistani

Two words. DINMER BUFFET. Where have you been all my adult life? $12.95. All you can eat Indian
food goodness. Forvegetarians and carnivores alike. Also, no gnats. A plus. My go-to Indian...

9 1. Darbar Indian Cuisine [ [ [ [ [RRRELESEAS
Category: Indian/Pakistani 129 Lytton Avenue
Palo Alto, GA, 94301
(650) 321-6688

even have tamarind chutney, which is weirdfannoying for a restaurantthat is trying to be authentic (as
opposed to Junnoon which is modernffusion indian). Their paneer do piaza and their onion kulcha

9 2. Junnoon Restaurant BEE0E ) szreviens
Cateanry Indian/Pakistani 150 LIniversitv Avenue
£ 1l

Done - & Internat _R100% -




Web-based Counter

/~ Gizmodo, the Gadget Guide - Windows Internet Explorer

a@ [&] o /gizmodo.com

£ | Gizmodo, the Gadget Guide

o3 L)_(_] IM Live Search

[ 1

<div id="sitemeter" class="plain">

<!--WEBBOT bot="HTMLMarkup" startspan ALT="Site Meter" --»>

<script type="text/javascript" language="3JavaScript">var
site="s15gizmodo"</script>

<script type="text/javascript" language="3JavaScriptl.2"
src="

</script>

<!'--WEBBOT bot="HIMLMarkup" startspan ALT="Site Meter" -->
<script type="text/javascript"
Bl - language="JavaScript">var site="smTgizmodous"</script>
aCkBelly e ge———————— <script type="text/javascript" language="JavaScriptl.2"
Curve™8330 L - sro="ntop://sm7.sitemecer.com/Js/countcer.js?site=smigizmodous”y
</script>
<noscript>»<a href="nttp://sm7.sitemeter.com/stats.asp?
site=smT7gizmodous" target="_top"><img src="nttp://sm7.sitemeter.com/meter.asp?
site=smTgizmodous" alt="Site Meter" border="0"/></a></noscript>
<!-- Copyright (c)2002 S5ite Meter -->
<!'--WEBBOT bot="HIMLMarkup" Endspan --> —I

NOBSAARERATIEMLD

Before Tuesday, there was no way a MacBook and a MacBook Pro 13 diggs diagit

could appear in a single review. Too much separated the two systems, from outer
appearance (build materials and backlit keyboard) to inner nitty gritty (graphics
processors, etc.). To group the two classes together would have been like
simultaneously reviewing a Ford Focus and a Ford Mustang. But the new MacBook and
MacBook Pro are far more similar than they are different. From the glass-bezel screen

N S Ve N S A I A ot o A Ay o ...{_. Ao e

Get it now

</div>




Failure Should Not Be An Option

/= sitemeter Kills Thousands OF Sites For IE Users - Windows Internet Explorer [ o o 4
@?} - Iﬁ, http:,f,l'www.techcrunch.cu:um,l'ZDDS,l’j @ | X If‘_’ sitemeter crashes cnet inkernet explarer 2~

<7 Favorites (& sitemeter Kills Thousands Of Sites For IE Users |

TechCrunch o

<:] Previous Post MNext Post |>

Sitemeter Kills Thousands Of Sites For IE
Users

by Nik Cubrilovic on August 2, 2008 39 Comments -

. In yet another case of widgets going crazy and causing
Sltemeterll'.'||. havoc, a bug in Sitemeter has caused a large number
of websites and blogs using the free web analytics tool to
fail loading for users of Internet Explorer. Users of Google's Blogger™ were amongst the first
to report™ experiencing problems with sites running Sitemeter at 6pm pacific time on Friday.
The problem has since been partially rectified, although some 16 hours later and without a
notification or official response from the company either via email or on their blog™.

Sitemeter proudly displays a list of the most highly trafficked sites running their service on
their homepage. The sites include the entire Gawker Media network, the gossip blogger
PerezHilton and the popular political blog Dailykos. We verified that all of these sites were

- . . . . hd
silima Fo load in Trtarnat Cunlocrar asnith nathina o moea than o kl-nle noaoo and o o roenonen i Hha
4 4




Sandboxing through Source-level Rewriting

Browser offers Not bad, but sometimes
”:RAM ES as an too restrictive
. . . Framed applications are
isolation mechanism confined to pre-determined
Every iFRAME has (an screen regions
isolated) global object Interactions with other
i IFrames require message
SOP prevents arbitrary passing using the
cross-frame postMessage API

communication

Google Caja and Microsoft WebSandbox



Web Sandbox: The Big Picture

Requests Content Trusted Host
(untrusted) (e.g., Your Site)

Virtual Machine Sandboxed
(JavaScript Library)

Execution

Transformation
Pipeline
r Client-based)

Untrusted Content

(Server

Virtualize Code




Web Sandboxed Gadget

Clock Sample

Tue Oct 11 2011 13:04:26 GMT-0400 (Eastern Daylight Time)

<html>
<head>
<title>Clock Sample</title>
<base href="http://www.websandbox.org/"/>
<link href="Images/favicon.ico" rel="icon" />
<style>

.sampleTitle

{font-family: Segoe Ul, Tahoma; font-size: 11pt; font-weight:
bold; color: #07519A; }

.clockSample { height: 130px; border: solid 1px lightgrey;
background: white; background-repeat: repeat-x;  background-
position: left top; padding: 10px; overflow-y: auto;}

</style>
</head>
<body>
<div id="sample" class="clockSample">

<div class="sampleTitle">Clock Sample</div>

<br />

<span id="currentTime"></span>

<script type="text/javascript'">
window.setinterval(function() {
document.getElementByld("currentTime").
innerText = new Date();

}, 999)
</script>
</div>
</body>
</html>



Web Sandbox Rewriting

var settings = { css : {".sampleTitle"
{"font-family":"Segoe UI,Tahoma", .. };

var headerJavaScript =

function(a)
{
var b = a.gw(this),
c =a.g,
d = a.i,
e = c(b,"document");

d(e,"initializeHTML",
[[{"body":{"c":[,"
"y{"div":{"a":{"id" :"sample",
ample"},“

<,

", {"div":{"a":{"class":"sampleTitle"},"c":[,
"Clock Sample"]1}}," ",{"br":{}},"
",{"span":{"a":{"id":"currentTime"}}},"
",{"script":{"__src__ ":"c20","a":{"type":"te
xt/javascript”}}}," "1}}," "1}}11)
s

class":"clockS

var metadata =

{"author":"","description”:"","imagepath":"","title":"Cloc
k Sample",..,
"scripts" : {"c2e0"
function(a)
{
var b = a.gw(this),
c=a.g,
d = a.s,
e = a.i,
f =a.n,
g = a.f,
h = c(b,"document");

e(b,"setInterval”,[g(function()
{

d(e(h, "getElementById", ["currentTime"]), "innerText",f(c(b,
"Date"),[1))

}),9991)
1

$Sandbox.registerCode (headerJavaScript,
metadata);

"2", settings,

var SandboxInstance = new
$Sandbox(document.getElementById('g_2 ©_inst'),
$Policy.Canvas, "2");

SandboxInstance.initialize();



Translation Continued

var metadata =

{"author":"","description”:"","imagepath":"","title":"Your Gadget's
Title","preferredheight":0, "preferredwidth":0,"location":"","icon":"","
base":{"href":"","target":""},"scripts" : {"co0" :
function(a)
{

var b = a.gw(this),

c = a.g

11}

$Sandbox.registerCode(headerJavaScript, "0", settings, metadata);

var SandboxInstance = new
$Sandbox(document.getElementById('g © © inst'), $Policy.Canvas, "0");

SandboxInstance.initialize();



W3C CSP: Content Security Policy

Example 1: A server wants all content to come from its own domain:
X-Content-Security-Policy: default-src 'selff

Example 2: An auction site wants to allow images from anywhere, plugin content from a list of trusted
media providers including a content distribution network, and scripts only from a server under its control
hosting sanitized ECMAScript:

X-Content-Security-Policy: default-src 'self'; img-src *;
object-src medial.example.com media2.example.com *.cdn.example.com;
script-src trustedscripts.example.com

Example 3: A site operations group wants to globally deny all third-party scripts in the site, and a
particular project team wants to also disallow third-party media in their section of the site. Site
operations sends the first header while the project team sends the second header, and the user-agent
takes the intersection of the two headers to form the complete interpreted policy:

X-Content-Security-Policy: default-src *; script-src 'self’
X-Content-Security-Policy: default-src *; script-src 'self'; media-src 'selff

Example 4: Online banking site wants to ensure that all of the content in its pages is loaded over TLS to
prevent attackers from eavesdropping on insecure content requests:

X-Content-Security-Policy: default-src https://*:443



HTML5 Sandbox

38 |
<iframe src="untrusted.html"”

sandbox="allow-scripts allow-forms">
</iframe>

allow-scripts
allow-forms
allow-same-origin
allow-top-navigation
ms-allow-popups



HTML5 Sandbox in Action

Informatio | Information Disclosure || Phishing || Page Redirection || Controlling Popups

Phishine Page Redirection

Imagine y fering what lo
you mistal protect you us
prevent tr
Try “loggi S

Enable

Click to claim your prize!

WoodG Brought to you by Fake Hackers, Inc.
by Clizpy

SEATTLE-Le
pharetra ve < | UL B [y

[
curzuzetzc The fake ad above is attempting to redirect you to a fake malicious site (without you even clicking it). *
Euiu_E'Fﬂr' HTMLS Sandbox is preventing it from doing so.
Qraniia engc
regue Fha | Try disabling sandbox to see how the ad could maliciously redirect you.
bilandit wene
{’3:‘:'5{;"“' [| pisable Sandbox Sandboxed Page Redirection: BLOCKED :|
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[Oakland S&P 2010]

ConScript

Specifying and Enforcing Fine-Grained Security Policies
for JavaScript in the Browser

Leo Meyerovich Benjamin Livshits
UC Berkeley Microsoft Research

Microsoft

Research




Only Allow eval of JSON

* |dea for a policy:
— Parse input strings instead of running them
— Use ConScript to advise eval calls

e Aspect) advice for Java

volid around call Window::eval (String s) {

* How to do advice in JavaScript?
— No classes to speak of



ConScript approach

— Deep advice for complete mediation

— Implemented within the browser for
efficiency and reliability

42



Example of Applying Advice in ConScript

1. <SCRIPT SRC= POLICY=

2 var substr = String.prototype.substring;
3 var parse = JSON.parse;

4 around (window.eval,

5. function (oldEval, str) {
6 var str2 = uCall(str, substr, 1,
7 str.length - 1);
8 var res = parse(str2);

9. if (res) return res;

10. else throw "eval only for JSON";
11. } ), ">

43



Advising JavaScript Functions in IE8

around (paint, withBoundChecks) ;
dog.draw() ;
fish.display() ;

stack heap

function

—> withBound
display Checks

A
’
e
\ — draw H function

paint

44
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O 0 J o 00 b W

Policies are Fasy to Get Wrong

toString redefinition!

T — (Winaw sl Function.prototype

function (posu, poisoning!
if ('okOrigin[taro ‘
throw 'er:’;
} else {
return ..call(this, msg, target);

Object.prototype
poisoning!



manifest of

script URLs

enforce public HTTP-only

cookies

VS. private

o ponns Paper esoucs
resents

-

o

around (document.createElement,
function (¢ : K, tag : U) {

var elt : U = uCall (document, c, tag);
if (elt.nodeName == "IFRAME") throw ’'err’;
else return elt; });

<noscript> no foreign links

no dynamic
IFRAME creation

script whitelist

46




DoCoMo Policy Enforcement Overhead

B ConScript B DoCoMo (JavaScript rewriting)
80% -
70% -
60%
50%
40%
30%
20%
10%

Runtime overhead

0%

Google Maps (183ms) MSN (439ms) GMail (736ms)

H. Kikuchi, D. Yu, A. Chander, H. Inamura, and I. Serikov,
“JavaScript instrumentation in practice,” 2008



Summary
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Language restrictions

AdSafe
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Extensive rewriting
Caja
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Better runtimes

CSP
HTML5 Sandbox

Tradeoffs of different
containment strategies
and going forward



